Tue 27 Apr 2021 21:34:30 KST

DoS Host Alert 657064

Duration: Apr 27 21:19 - 21:31 (0:13)

DETAILS Time: Alert Timeframe Units: pps  View: Network Boundary

KEY INFORMATION

Severity Level Max Severity Percent @ Top Misuse Type  Max Impact of Alert Traffic @ Direction Misuse Types Managed Object  Target
@88 High 993.0% of 10 Kpps IP Fragmentation 1.1 Gbps/102.1 Kpps Incoming  IP Fragmentation, Total Traffic, UDP GigaMemory 115.71.48.31
¥ Fast Flood at Managed Object Boundary

ALERT TRAFFIC
Misuse Types

* Misuse Types Exceeding Trigger Rate

TCP ACK . TCP SYN .

Total Traffic * . UDP * IP Fragmentation * . DNS Amplification . ICMP

CLDAP Amplification

100.0 Kpps

80.00 Kpps

60.00 Kpps

40.00 Kpps

20.00 Kpps

0.000 pps
21icce 19é9], Pli<ce 20&49, Dli<ce 21&9, Pli<ce 22€1,, Pli<ce 2389, Dii<oe 2489, Pli<ce 25€1,, Zhi<ce 2681, Dlioe 2789, Dli<ce 28é4, Zii<oe 2989, Mi<oe 306, Pii<oe 31€9, 01"

Alert Characterization Packet Size Distribution

Misuse Types Total Traffic (7) 100.00% 0-150
151-300
Misuse Types UDP (9) 99.77% 301-450
Misuse Types IP Fragmentation (1) 97.77% ‘é?ﬁ'sgg
Source IP Addresses Highly Distributed 99.98% 751-900
Destination IP Addresses 115.71.48.31/32 100.00% 901-1050
1051-1200
Protocols udp (17) 99.77% 1201-1350
Source UDP Ports 0 97.77% 1351-1500
jumboframes
Destination UDP Ports 0 97.77% 0 20M 32.26M
Source ASNs NULL (0) 91.40% packets
Destination ASNs NULL (0) 100.00%
Top Traffic Patterns (last 5 min of selected timeframe) i)
Source Protocol Flags ;] Src Port Destination Dest Port Router Alert Traffic ™™
1. Highly Distributed uDP - 0 115.71.48.31/32 0 MP_BS2 37.27 Kpps
2. Highly Distributed uppP - 0 115.71.48.31/32 0 MP_BS1 36.18 Kpps
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Traffic Details

Source Protocol Flags (i} Src Port Destination Dest Port Router Alert Traffic ™™
1. Highly Distributed upbp - 0 115.71.48.31/32 0 MP_BS2 37.27 Kpps
2. Highly Distributed upp - 0 115.71.48.31/32 0 MP_BS1 36.18 Kpps

Top 5 Items by Alert Traffic

pps Alert Traffic for Top Source IP Addresses Tue Apr 27 2021
100 k

80k

60k

0k

20k

2119 2120 2w g 2123 2me  zmes 2128 2127 2128 2129 2 i
— Highly Distributed ~ —— 186.64.109.202/32 — 113.161.87.197/32 — 222.237.158.236/32 — 52.176.99.233/32

Source IP Addresses

Highly Distributed 62.94 Kpps [ 99.98%

186.64.109.202/32 36.00 pps  0.06%

113.161.87.197/32 36.00 pps  0.06%
222.237.158.236/32 31.00 pps  0.05%
52.176.99.233/32 31.00 pps  0.05%

PRs Alert Traffic for Top Destination |P Addresses Tue Apr 27 2021
100 k

B0 k

60k

40k

20 k

ok 2120 21 2122 2122 2124 2123 2128 2127 2128 2128 2130 213

— 11571 483132

Destination IP Addresses
115.71.48.31/32 62.95Kpps [ 100.00%

PR3 Alert Traffic for Top Source TCP Ports Tue Apr 27 2021
70
60
50
40
20
20
10

0
2119 2120 2121 2122 2123 2524 2123 2126 2127 2128 2129 2130 2131
— https 51656  — 42284  — 60920 —— warsa-tzk

Source TCP Ports

443 https 10.00 pps  0.02%
51656 5.00 pps 0.01%
42284 5.00 pps 0.01%
60920 5.00 pps  0.01%
2610 versa-tek 5.00 pps 0.01%
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200

100

1]
2118 2120
— hitps 37020

Destination TCP Ports

Alert Traffic for Top Destination TCP Ports
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2521 2122 2123 2124 2123 2128 2127

— www-htp — 29326

443 https
37020

80 www-http

29326

pps
100 k

68.00 pps  0.11%
5.00 pps 0.01%
5.00 pps 0.01%
5.00 pps 0.01%

Alert Traffic for Top Source UDP Ports

90 k
80 k
70k
60k
50 k
40 k
30k
20 k
10 k

ok
2119 2120

Tue Apr 27 2021

2128 2129 2130 2131

Tue Apr 27 2021

212 2122 2122 212+ 212s 2126 2127

—0 domain — Idap

Source UDP Ports

0

53 domain

389 Idap

61.54 Kpps 97.77%
1.25Kpps | 1.98%
5.00 pps 0.01%

Alert Traffic for Top Destination UDP Ports

2119 2120

2121 2122 2123 2124 2123 2128 2127

— 0 39851 — 2873 — 28317 27378

Destination UDP Ports

0

39951
28673
28517
27376

61.54 Kpps 97.77%
10.00 pps  0.02%
10.00 pps  0.02%
10.00 pps  0.02%
10.00 pps  0.02%

2128 2129 2130 213

Tue Apr 27 2021

2128 2129 2130 2131
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pps Alert Traffic for Top Source ASNs Tue Apr 27 2021
100k
30 k
80k
70k
60k
50k
a0k
30k
20k
10k

kuu 2120 2121 2122 2123 2124 2123 2126 2127 2128 2128 2130 2131
. HULL 1 LGDACOM B VNPT-AS-UN el TMNET-AS-AP [ LEVELZ

Source ASNs

0 NULL 57.53 Kpps 91.40%

3786 LGDACOM 304.00 pps  0.48%
45899 VNPT-AS-VN 299.00 pps  0.48%
4788 TMNET-AS-AP 214.00 pps  0.34%
3356 LEVEL3 136.00 pps  0.22%

Pps Alert Traffic for Top Destination ASNs Tue Apr 27 2021
100 k

80 k

60 k

40 k

20k

2118 2120 2121 2522 2123 2124 2123 2126 2127 2128 2128 2530 213
= HULL

Destination ASNs
0 NULL 62.95 Kpps 100.00%

pps Alert Traffic for Top Source Countries Tue Apr 27 2021
50k

40 k

30k

20k

okzps 2120 2121 2122 2133 2124 2135 2126 2127 2128 2129 2130 2131
B Russian Federation 0 Ukraine m Unknown  United States L Braal

Source Countries

=] Russian Federation 11.72 Kpps 18.61%
= | Ukraine 5.90 Kpps | 9.38%
[ | Unknown 4.29 Kpps || 6.81%
ES) United States 4.10 Kpps || 6.51%
Brazil 3.17 Kpps | 5.04%
pps Alert Traffic for Top Protocols Tue Apr 27 2021
100 k
80 k
60 k
a0 k
20 k
2118 2120 2121 2122 2123 2124 2123 2126 2127 2128 2128 2130 2131
B oudp L0 tep M icmp
Protocols
udp 62.80 Kpps 99.77%
tcp 83.00 pps  0.13%
icmp 62.00 pps  0.10%
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pps Alert Traffic for Top TCP Flags Tue Apr 27 2021

o0
200
100
0
2119 2120 2121 2122 2123 2124 2123 2126 2127 2128 2129 2130 2131
BE A AP mmAF B S
TCP Flags
A Acknowledgement 36.00 pps  0.06%
AP Acknowledgement, Push 26.00 pps  0.04%
AF Acknowledgement, Finished 15.00 pps  0.02%
S Synchronize 5.00 pps 0.01%
Pps Alert Traffic for Top ICMP Types Tue Apr 27 2021
400
300
200
100
1]
2119 2120 2121 2122 2123 2124 2123 2126 2127 2128 2129 2130 2131
B Destination Unreachable (code 3) ) Destination Unreachable (code 1) ml Time Exceaded (code 0)
ICMP Types
Destination Unreachable (code 3) 41.00 pps  0.07%
Destination Unreachable (code 1) 15.00 pps  0.02%
Time Exceeded (code 0) 5.00 pps 0.01%
Pps Alert Traffic for Top Misuse Types Tue Apr 27 2021
300 k
200 k
100k
ok —
2119 2120 2121 2122 2123 2124 2123 2126 2127 2128 2129 2130 2131

B Total Traffic .| upp Bl P Fragmentation @ DNS Amplificaten 00 TCPACK

Misuse Txges

Total Traffic 62.95 Kpps 100.00%
uDP 62.80 Kpps 99.77%
IP Fragmentation 61.54 Kpps 97.77%
DNS Amplification 1.25Kpps | 1.98%

TCP ACK 62.00 pps  0.10%
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Alert Traffic

pps
100 k

80k
60 k
40 k
20k

ok
2119 2120 2121
B MP BS1 [y MP_BS2

Name (# Interfaces)
MP_BS1 (3)

Severity

Ethernet1/1
##SKB_1(7268058259)##

Ethernet1/50
##MP_WS1(e 1/49)#4#

Ethernet2/50
#H#MP_WS2(e 1/49)##

MP_BS2 (3)
Ethernet1/1
##SKB_2(7281067926)##

Ethernet1/50
##MP_WS1(e 1/50)##

Ethernet2/50
##MP_WS2(e 1/50)##

Annotations

@88 High

@88 High

2122 2123

Interface Direction

2524

Interface Boundary

Network

Network

2123 2126

9318

9318

Interface ASNs

2127 2128

Avg Packet Size
1295

1295

1294

1297

1315

1315

1317

1313

2129

Max Observed

535.6 Mbps
51.1 Kpps

535.6 Mbps
51.1 Kpps

277.6 Mbps
26.1 Kpps

270.7 Mbps
25.5 Kpps

555.5 Mbps
52.6 Kpps

555.5 Mbps
52.6 Kpps

287.3 Mbps
27.3 Kpps

268.2 Mbps
25.3 Kpps

Tue Apr 27 2021

2130 213

Average Observed

285.8 Mbps
27.6 Kpps

285.8 Mbps
27.6 Kpps

141.4 Mbps
13.7 Kpps

144.4 Mbps
13.9 Kpps

333.5 Mbps
31.7 Kpps

333.5 Mbps
31.7 Kpps

172.9 Mbps
16.4 Kpps

160.6 Mbps
15.3 Kpps

Alert Classification Possible Attack

The "Total Traffic" host alert signature has been triggered at router "MP_BS1". (expected rate: 3.00 Gbps/50.00 Kpps, observed rate: 541.09 Mbps/51.58 Kpps)

auto-annotation on Tue Apr 27 21:21:45

The "UDP" host alert signature has been triggered at router "MP_BS1". (expected rate: 20.00 Kpps, observed rate: 42.50 Kpps)

auto-annotation on Tue Apr 27 21:19:45

This alert was generated due to fast flood detection. The "IP Fragmentation" host alert signature has been triggered at router "MP_BS2". (expected rate: 5.00 Kpps, observed rate: 10.04 Kpps)

auto-annotation on Tue Apr 27 21:19:05

For assistance with this product, please contact support at https://support.arbornetworks.com

About

page 6 of 6



	Details
	Summary
	Key Information
	Alert Traffic

	Misuse Types
	Alert Characterization
	Packet Size Distribution
	Top Traffic Patterns (last 5 min of selected timeframe)
	Traffic Details

	Top 5 Items by Alert Traffic
	Source IP Addresses
	Destination IP Addresses
	Source TCP Ports
	Destination TCP Ports
	Source UDP Ports
	Destination UDP Ports
	Source ASNs
	Destination ASNs
	Source Countries
	Protocols
	TCP Flags
	ICMP Types
	Misuse Types
	Routers
	Annotations


